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Abstract

Petri net is a powerful technigue widdy used in modding and andyds of complex
manufacturing systems and processes.  Due to its cgpability in modding the dynamics of
the sysems, Petri net has been combined with fault tree andysis techniques to determine
the average rate of occurrence of sysem falures. Current methods in combining Petri
nets with fault trees for sysem falure andyss compute the average rate of occurrence of
system failures by tracking the markings of the Petri net models. The limitations of these
methods are that tracking the markings of a Petri net represented by a reachability tree
can be very complicated as the size of the system grows. Therefore, these methods offer
less flexibility in andyzing sequentid falures in the sysem. To overcome the limitations
of the current methods in aoplying Petri net for sysem falure assessment, this paper
expands and extends the concept of counters used in Petri net Smulation to perform the
falure and rdiability andyss of complex sysems. The presented method dlows
modding the sysem falures usng generd Petri nets with inhibitor arcs and loops and
employs fewer vaiables than exiging making-based methods and subgtantidly
accelerates the computations. It can be applied to red system failure andysis where basic

events can have different failure rates.
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1. Introduction

The rdiability and safety andyss of complex sysems and processes is becoming a more
and more difficult task due to the rapid technology evolution and increasng complexity
of the sysems that, in turn, often causes the increase of occurrence of falures in the
gysdems. A falure is defined as an event when a required function is terminated, or
exceeds acceptable limits (IEC 50(191)). The average rate of occurrence of failures is
defined as the number of times a failure has occurred per time k. In this paper, we refer
the term failure rate to basic events and define it as a ratio of the probability densty
function of the basc event to the cumulative didribution function. For rdiability and
safety assurance, failures of the systemns have to be traced and andyzed.

A vaidy of dasscd mehods for reigbility and sfety andyss exist. These include
reliability block diagram (RBD), Monte Calo smulation, semi-Markov process, falure
mode and effect andyss (FMEA), and fault tree andyds (FTA). Among the methods,
FTA is a widdy accepted and used technique for andyss of system falures. However,
FTA has severd drawbacks, for example, it represents only logic relaions.

A recent devdopment in rdiability analyss is the gpplication of Petri nets. The Petri net
methodology of rdiability modding is dmilar to that of fault tree modding. They both
use graphica representation of the reaions between conditions and events. The
goplication of Petri nets to reiability engineering has been limited but a few examples
can be found in rdiability evauation Hura and Atwood, 1988; Bobbio 1988; Kumar and
Aggrawd, 1993; Liu and Chiou, 1997), fault tolerant andyss (Viswanadham, 1987),
safety andyds and rdiability growth (Levenson and Stolzy, 1987; Yang and Liu, 1997),
religbility of manufacturing systems (Jiang et al, 1995; Xiong and He, 1997)

Previous research demondtrated the superiority of Petri nets over FTA (Liu and Chiou,
1997; Yang and Liu, 1997). A Petri net modd grgphicdly symbolizes the cause and
effect reationships among the events. Furthermore, it represents and andyzes dynamic
behavior of the sysem and dlows peforming comprehensve falure and rdiability
andyss of the sysem. Petri net modeling provides the ability of assessng the qudity
and reiability impacts of unplanned falures and the sequence of these falures (Adamyan
and He, 2002; He and Adamyan, 2001).

Traditiondly, falure times of sysem components are assumed to follow the exponentiad
digribution. A fundamenta reason for the popularity of the exponentid digribution and
its widespread usage in rdiability work is that exponentidly distributed random variables
are memory-less, which makes possible the computation of design data in a smple form.
However, as early as in 1951, serious consderation began to be given to other life
distributions and hence made the computation of rdliability more complex.

Although ussful, the current methods in applying Petri nets for system rdiability
modeling imply that the times between falures of different components are the same and
congtant. Second, the methods do not take into the account the possibility of loops and
inhibitor arcs in Peri net modding. The mentioned limitations of current methods in



religbility modding usng Peri nets do not dlow representing the red-life sysgems
completely. The addition of inhibitor arcs is an important extenson of the modeing
power of Petri nets, which gives them the same computationa power as Turing machines
(Peterson, 1981). Other Petri net-based methods use markings as date variables and
compute the average rate of occurrence of the system failures based on marking transfer
through the sysem. The marking-based methods are limited in gpplying Petri nets for
religbility assessment of sequentid failures.

The novel feature of this paper is that it expands and extends the concept of counters used
in Petri net dmulaion to peform the falure and rdiagbility andydss of complex sysems.
The presented method dlows modding the system falures usng generd Petri nets with
inhibitor arcs and loops. It employs fewer varidbles than existing marking-based methods
and subgtantidly acceerates the computations. The method uses mean time to failure of
basc events, therefore, can be gpplied to red system falure andyss, where basic events
can have different falure rates and the falure times of the basic events can follow any
digribution.

The remainder of the paper is organized as following. In Section 2, we provide a
background of fault tree andyss, the general idea of Petri net modding and converson
methods of fault trees to Petri nets. In Section 3, the development of the method is
described. Section 4 demongrates the proposed methodology on the example of nitric
acid cooler with temperature feedback and pump-shutdown feedforward loops. Section 5
concludes the paper.

2. Background

In this section, the background of fault tree andyds, the basic idea of Petri net modding,
and the correlations between fault trees and Petri nets are provided.

2.1 Fault treeanalysis

A fault tree aises from the logic diagram that is used to andyze the probabilities
asociated with various causes and ther effects. FTA darts by identifying a problem
(catastrophic accident or other undesirable result) and al possble ways that the problem
(or failure) occurs. FTA has been widdy used for obtaining reigbility information about
complex systems since 1960. The importance of FTA was pointed out in a safety study of
the US Nuclear Regulatory Commisson (1975). In addition, FTA is a powerful design
tool that can help to meet product performance objectives.

Minima cut st is a sat of components, in which the repair of any falled component will
result in functioning of the falled sysem. FTA is equivdent to the minimad cut st tree
with dl minimd cut st in an AND-dructure. A minima cut-AND sructure is a &, in
which the faled date of the output becomes true when dl dates of the inputs exis
gmultaneoudy. Therefore, it is very important to edimate the output of the minimd cut-
AND-dructure in order to quantify the top event of the fault tree.



2.2 Petri nets

Petri nets are widdy used as a tool for anadyzing sysem safety and reliability of the
complex sysems. They can be used as visud communication ad smilar to flow charts,
block diagrams, fault trees and networks. The use of Petri nets augments the ability of
understanding the interaction between various effects. First developed by Adam Petri in
the early 1960's, Petri nets have become a powerful and generic tool for modding and
gmulaion (Peterson, 1981; Holliday and Vernon, 1987; Murata, 1989; Ramaswamy and
Vaavanis, 1994; Liu and Chiou, 1997). The Petri nets where random ddays are
exponentidly digtributed are referred to as stochadtic timed Petri nets (SPNS) (Zhou,
1995; Moalloy, 1982, 1985; Horin et al., 1991). Generd-purpose software packages are
available for solving SPN modes, including GreatSPN (Chiola, 1987) and SPNP (Ciardo,
1989).

Incorporating Petri net modding into sysem rdiability and safety andyss provides an
ability to assess the qudity and reliability impacts caused by unplanned failures and their
sequences. Petri nets have the ability to track system states and trangtions between these
dates based on some triggering requirements and this ability dlows to anayze combined
falure modes and to predict their potentid severity, as well as to edimate the probability
of occurrence of fallure modes. With this knowledge, engineers can put into place
effective means to prevent the impacts of the failures.

Al-Jaar and Desrochers (1990) have demondrated that Petri net modeling is superior over
traditiond Markov chain modding in that the number of places and trangtions increases
dightly as the sysem complexity increases, whereas the number of dates in the Markov
chain increases exponentialy. In addition, Petri net modeling provides a generd and
forma procedure to generate dl possible states for analyss.

Baccdli et al. (1995) have demondrated that Petri nets provide a powerful formaism to
mode various classes of discrete events. They can be used for quditative and smulation
purposes because they provide a better understanding of the dynamics of the system. The
method presented provided substantial acceleration to the smulation.

Formdly, Petri net is a directed bipatite graph defined by a 6-tuple
N =[T,P,AM,,I(t)0ft), where T ={t,,t,,....t,} isasat of transitions, each transition
representing an event or an action; and P:{pl, Py, pl} is a st of places, where a
place is usad to represent either the condition for the event or the consequences of the
event. Therefore, before building a Petri net modd, the events and their conditions and
conseguences in a system are first defined, and then are represented by transtions and
places in a Petri net. Each place can contain one or more tokens. Movement of tokens
through the places in the condructed modd simulates the process of the system and
dlows identifying and andyzing what can go wrong within the sysem. A place with (or
without) a token indicates that the date represented by the place is true (or fase).
Al {T" PLE{P" T} isaset of directed arcs that connect transitions to places and places



to trangtions. M, is the initid marking of the sysem that represents initid state of the

system. A marking M, can also be represented as a vector M ={m,,m,,...,m}, where m,

is the number of tokens in place p;. Figure 1 represents the Petri net with initid state Mg =
{2, 1, 0}, indicated by the number of tokens (black dots) in corresponding places.
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Figure 1. Petri net with three places and three trangitions (n=3, 1=3)

Paces that represent the conditions of a trangtion are connected to that transtion as input
places, and places that represent the consequences of the events are connected to the
transitions as output places. Respectively, 1(t)={p|(p,t)T A} is the set of input places
of a transtion t, and O(t) ={p|(t, p)7 A} is the set of output places of a transition t.
Directed arcs connect trangtions to places and vice versa. A directed arc from a place to a
trangtion is cdled an input arc, and an arc from a trangtion to a place is cdled an output
arc.

In a Petri net, an action is represented by the ‘firing of a trangtion. The behavior of the
Petri net is determined by following firing rules:
(1) Tokens in places with acs towards a trangtion indicate that conditions are
satisfied and the trangition is ready to fire (event to occur).
(2) Uponfiring, trandtion t consumes one token along each input arc.
(3) Uponfiring, trangtion t produces one token along each output arc.

Whenever a trangdtion is fired, tokens are taken away from the input places and appear in
the output places of the transition. An arc with double arrows indicates that a place serves
as both an input place and an output place An ac with smdl cirde insead of an
arowhead is an inhibitor arc. The inhibitor arc disdbles the trangtion when the input
place has a token, and enables the trandition when the input place has no token and other
(normd) input place(s) have atoken per arc.

If the firing of the trangtion results in a new making M¢ from marking M, then M¢ is
immediately reachable from M. Making M® is reachable form making M if it is
reachable form any marking tha is immediatey reachable from M. The reachability tree
is a graphicd representation of al markings of a net gating from its initid marking. In
other words, the reachability tree is the date diagraph in which each node represents the
unique marking, i.e. state of the system, and edges represent the possible Sate transitions.



2.3 Transformation of fault treesto Petri nets

The Petri net graphical representation can be used to congruct the cause and effect
relationship among the events. Since booleen logic symbols are commonly used to
account for failure causation, to convert a fault tree (FT) to a Petri net one needs to
examine logic gates based on Petri net representation. According to enabling rues every
logic gate can be represented by a Petri net mode. Liu and Chiou (1997) have
demondrated that Petri nets in fallure andysis can be used to replace logic gate functions
in a fault tree. The trandtion of FTs to the Petri net representations dlows performing
thorough falure and reiability andyss of the sysems as wel as provides efficient way
for obtaining path sets and minima cut sets.
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Figure 2. Correlations between fault trees and Petri nets

Some examples of the correlations between FTs and Petri nets are shown in Figure 2. For
more detaled explanation of the transformation of fault trees to Pelri nets readers can
refer to (Yang and Liu, 1997).

3. TheMethod Development

In this paper, the method for computing the average occurrence of a failure is developed
based on the concept of counters in Petri net smulation. A counter in a Petri net model
represents the number of times atrangtion has fired in a certain period of time.

Baccdli and Candes (1991) introduced the concept of counters. They presented the
novel approach for smulaion of large Petri nets. They showed that anadyss through
counters is a powerful tool for discrete event smulation. The Imulation was no longer
based on the events occurring in the sysem but on evolution equations describing the



dynamics of the sygdem. The method provides subgtantia acceeration of the smulation.
However, their results are redricted to a small class of sysems the marked graphs. A
marked graph is a subclass of the Petri net in which each place is ether an input place or
an output place of exactly one trangtion. In Baccdli et al. (1995), the authors extended
the work to free choice nets (when a place could be an input to severd transtions) and
more general class of nets with a consderably grester power of description than the
marked graphs. Unfortunately, the methods developed by Bacceli et al (1995) focused
on only the dmulation aspects of the Peri nets and described the evolution of the
counters only for smple cases providing no information for genera Petri nets that consst
of inhibitor arcs and loops.

The approach presented in this paper expands and extends the concepts of counters
presented by Baccdli et al., (1995) to rdiability and failure andyss of complex sysems.
The sysems that can be modded with inhibitor arcs and loops, and consigts of
components with different times to fallures.

To fadlitate the method development we will use the same notations and definitions
presented in Baccdli et al., (1995). The notations and definitions used throughout the
paper are defined as follows:

t={pl P:(p,t)1 A} istheset of al theinput places of t,

t ={p1 P:(t,p)l A} istheset of al the output places of t,

p={tl T:(t,p)T A istheset of dl theinput transitions of p,

p ={tT T:(p,t)T A istheset of dl the output transitions of p,

Xi(k) = number of timestrangtion t hasfired by timek.

f.(n), nT N = duration of n firing of trangition t, N isaset of positive numbers.

The firing times are redricted to be podtive numbers. We assume that they dl ae
bondedby K: " tT T, " ni N, f (n)i {1...,K}.

Definition 1. Serial Place
A serid placeisaplacep suchthat | 'p|=|p | =1

Definition 2. Routing Place
A routing placeisaplacep suchthat | 'p|+|p | >2.

There are saverd policies to solve the problem of conflicts when two trandtions share a
common input place. One of them is implementing the routing policy. In the routing
policy, each routing place p is given a routing sequence p°(n): N® p’, where p°(n) is the
trangtion t T p which receives the n" token to enter place p. The routing sequence can
be periodic or random. If a token is k™ to be routed to transition t T p’, then this token is
immediately consumed by the transition where it experiences the firing time f , (k).



Definition 3. Routing function
From the sequence p°(n) defined for each routing place p the routing function for every

trangtiontl p’is

Pin)=ay, (1)

i=1

P'(n) gives the number of tokens that are routed to transitions t after n tokens have
entered place 't

The marking & time k can be eadly retrieved from the counters Baccdli et al., 1995). If
let Mp(K) be the marking of place p & timek, then

M,(k)=a X, (k)- & () )

thp tlp

The trangition can be separated into two subsets:
the set of trangtions that belong to the output set of serid places (Figure 39)
the set of trangtions that belong to the output set of routing places (Figure 3b).
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Figure 3. Two sets of trangtions. (a) that belong to the output set of serid places and (b)
that belong to the output set of routing places

Let T; be the set of trangtions that belong to the output of serid places and T, the set of
trangtions that belong to the output set of routing places. For the sake of explanation of
the method development, a Lemma from (Baccdli et al, 1995) is redated in the

following.

Lemmal: For atransitionil T
X,(k)=P'(N_ (k) ©)

N (k)= & (X k- £ )+ M),
i
And for transitionil To:

X (k) =min (X, (k- £ )+ M (1.0) (4



Next, the concept of a counter in Petri net smulation will be extended to determine the
computation of the average falure occurrence rate of a top event in a sysem modeed by
Petri nets. Based on Lemma 1 and the definitions provided above, the evolution of
countersin a Petri net model is described below.

3.1. Trangtionswith serial places

Trangtions with serid places can be dudtered into three groups. trandtions with a sngle
place, transtions with hierarchicd serid places, and trangtions with serid places in a
loop. The counters of the top trandtion of the corresponding Petri net dructures are
described next.

3.1.1. Transtion with a single place

The trangtion with asingle place isreveded in Figure 4.

h =
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Figure 4. Trangtion with asngle place
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The counter of trandtion t» is computed as follows:

Xz(k)le(k' f1)+1 ©)
3.1.2. Trangtion with hierarchical serial places

The trangtion with hierarchd serid placesisreveded in Figure 5.

top

Ptop-l
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w b

Figure 5. Trangtion with hierarchica serid places

The counter of the top trangtion in a hierarchica dructure is derived from equation (5) as
follows



Xz(k): Xl(k' f1)+1

Xs(k): Xz(k' fz)

Xtop = Xtop-l(k - ftop-l)

XIOP = Xl(k_ fl_ f2 BEEERE ftop—l)-'- MO(Z’:L) = Xl(k' F)+ M0(211) (6)
top-1
where F = gfi denotes the totd delay time of the trangtions.
i=l

3.1.3. Trangtion with serial placesin aloop

Figure 6 reved s the trangtion with serid placesin aloop.

th
Pn-l
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t1

Figure 6. Trangtion with serid placesin aloop

Based on (6), the counter of any trangtion in aloop structure can be derived asfollows:

i-1 m n j
X :gf(- a.fj'aaf|%

j= s=0 1=l @
i-1 m n

where m=12 ..., ¥ suchthat k- f -3 af, >0.
j=1 &0 I=1

3.2. Trangtionswith multipleinputs

Trandtions with multiple inputs can be divided into two categories Petri net structures
equivdent to the AND-gate of a FT and Petri net Structures equivalent to the OR-gate of a

FT.
3.2.1. Equivalenceto AND-gate of a fault tree

Petri net dructures resembling the AND-gate of a FT can be formed by single levd of
places or multiple levels of places. Each representation may have inhibitor arcs Single

10



levd AND-dgructures, multiple levd AND-sructures, and AND-gructures with inhibitor
arcs are presented next.

3.2.1.1 Singlelevel AND-structure

Thesnglelevd AND-gructureisrevedled in Figure 7.

tiop

Pn

th

Figure 7. Sngleleve input placesin an AND-structure

According to Lemma 1, the counter of the top transtion is computed as the minimum
number of firings of its downdream trangtions:

Xy = min[X, (k- ), X, (k-f,)....X, (k- f, )] =X (k-f,) 7

top

In equation (7), f .isthelargesamong f;,1 =1, 2, ..., n. In other words, the counter of

the top trangtion is computed as the counter of the proceeding trangtion with the longest
firing time.

3.2.1.2 Multiple level AND-structure

Themultiplelevd AND—structure is reveded in Figure 8.

ttop

Ptop-1 i Prop-2
ttop1 ttop-2

3
ty ty
Figure 8. Multiple leve input placesin an AND- Structure

From (7) and in accordance with Figure 8, the counter of the top trangtion in the multiple
levd AND-dgtructureis derived as follows:
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3(k): mn[xl(k -f 1)’ Xz(k' fz)]
5(k) = m.n[x_s(k - fs)’ X4(k - f 4)]

X (k) = i mingmin [, (k- £ Xk - ) Xk ) Xk s =
min [X, (k- - o s Fp o) Xolk- o fam o f i)

X
X

Xolk-famfom - Fpo o Xopa (K- Frops) 1=
=min ex ?( toa.zf 0 5 X gﬁ toa,zf 9 top-l(k - ftop-l)g (8)
=) s=1 ﬂ s=2 ﬂ u

3.2.1.3 AND-structure with inhibitor arcs

The AND-gtructure with inhibitor arcsis reveded in Figure 9.

Fgure9. The AND-gructure with inhibitor arcs

Based on the property of inhibitor arcs of Petri nets and equation (7), the counter of
trangtion t3 in Figure 9 is derived asfollows.

Xs(k):mn[xl(k'fl'fz)ixz(k'fz)] 9)
3.2.2 Equivalenceto OR-gate of a fault tree
Smilar to the Petri net dructures resembling the AND-gate of a FT, the structures
resembling the OR-gate of a FT can be formed by a single leve of trangtions or multiple
levels of trandtions. Each representation may have dso inhibitor arcs. The counters of
the top trangtions of the corresponding structures are presented next.
3.2.2.1 Sngle place

The OR-gructure with asingle place isreveded in Figure 10.

ttop

:/fix

2

Figure 10. Single leve place for OR-structure
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According to Figure 10, the counter of the top trandtion in the OR-gructure is the
summation of the input counters:

Xp = Xalk- F2)+ Xo(k- £ )+ X, (k- F,)= 8 Xo(k-f.) (10)

s=1

3.2.2.2 OR-structure with multiple levels

The OR-gructure with multiple levelsisreveded in Figure 11.

ttop
Fn
tiop1 t top-2
P2
t3 ty
P
t1 == t,

Figure 11. OR-gructure with multiple levels of places

From (10) and in accordance with Figure 11, the counter of the top trangtion is derived as
folows:

Xs(k): Xl(k' f1)+ Xz(k' fz)
Xs(k): X3(k' f3)+ X4(k' f4): Xl(k' f1' f3)+ Xz(k' f 2 -f3)+X4(k- f4)

R R-1

xtop(k) = xl (k - a f 25—1) + a XZS(k - f 2u+l) + xtop—l(k - f top—l) (11)
s=1 u=s

where R= litop- 2)+1] _22) +1]

3.2.2.3 Transition with inhibitor arcs

The OR-gructure with inhibitor arcsis reveded in Figure 12.

13
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£
P, P
Fgure 12. OR-dructure with inhibitor arcs

Based on the property of inhibitor arcs of Petri nets and equation (10), the counter of
trangtion t3 in Figure 12 can be derived as follows:

Xa(k):Xl(k-fl-f2)+X2(k-f2) (12)

3.3. Equivalencetoinhibitor gate of a fault tree

In this subsection, we consder the Petri net structure resembling an inhibitor gate of a FT
shown in Figure 13.

P3
ta
Pl P2
t1 t'7

Figure 13. Petri net sructure equivaent to an inhibitor gate of afault tree

The counter of trangtion t3 in a Petri net equivdent to an inhibitor gate of a fault tree is
computed as following:

M, (13) =1, X,(k) =0 (13)
Fork <f 1 if % Mo (L3) =0, X,(k) = X, (k- f,)

Otherwise X, (k)= X, , - f,) (14)

3.4. Trandtionswith several input and output places
Petri net structures can have a trangtion with several inputs and outputs that do not

belong to the AND or OR categories. Examples are routing places and complicated
dructures. Additiona functions are introduced to ded with those cases.

14



3.4.1. Routing places

Figure 14 reveds the example of routing places, where a token in place P3 can activate
gther trangtion t7 or tg.

ty I:I Ps t7
ts ]
ts |:| tg

Figure 14. Routing places

For the set of trandtions (t; and tg in Fgure 14), the usud addition is used dong with
routing function (see Definition 3). To compute the number of firings of upsream
trangtions, the number of completed firings of upstream trangtions must be added to the
initidl marking of the input place p, denoted by Ny(k), and then the routing function must
be applied. For the examplein Figure 14, we can write (Baccdli et al, 1995):

Na(k) = X, (k- £,)+ X (k- )+ X (k- f)+1

()= 7 (N,(K) .
X, ()= P (N, ()

3.4.2. Complicated case of transitions

Trandtions that have in their input sets severa places, which are not dl serid, can dso be
solved (for example, trangtion ti2 in Figure 15). Usua dgebra and the min operator aong
with the canonicd transformation of the Petri net would be necessary for cdculaing the
counters of these types of trangtions.

tg |:| P4
tio |:| N

Ps

ST |:|—>@

Fgure 15. Complicated case of trangitionsin the Petri nets

Next, transformation to canonical form of Petri nets is presented (Baccdli et al., 1995).

Let F=(P, T, A, Mg) be a general Petri net. Each trangtion tI T verifies the following
conditions.

't Ct ={p}(i.e. eachtrandtion isrecycled)
"ni N, fn)>0.

15



To obtain its canonica form Fc= (Pc, Te, Ac, Moc), the following transformation has to be
performed. For every routing place p of F, we add a trangtion u and an empty place py
between p and each output trandtion of p such as p '={u}, u '={p,} and py, "={p} shown

in Figure 16.
P P u R
>ogﬂ : > t

Figure 16. Canonicd transformation

In the transformed Petri net we hgve only two sets of trangtions, T=T,:E T
the added trangitionsu | T; which verify "u isarouting place,
the origindl transitionst T T, which verify 't contains only serid places.

4. Exampleof Failure Analysisof Nitric Acid Cooler

In this paper, as an example, we use a heat exchanger (H.E.) system, which first appeared
in Lapp and Powers (1977) and then was modified in Cheng and Yuan (2000) to
demongtrate the application of the proposed method to modd the dynamic behavior of the
sysem falure The function of the system depicted in Figure 17 is to cool a hot nitric
acid sream before reacting it with benzene to form nitrobenzene. The water flow (10) is
used to cool and control the temperature of the hot HNOs through heat exchanger (b).
After sengng the temperature the control loops are to minimize the water flow in a proper
amount by vave (e) to mantan temperature in flow (4) within targets according to the
designed control mechanism.

Cooling
Water (outlet)

NHOs (1) NHO; to

Reactor
! Temperature
: sensor

|
®©
:
[}
Temperature
controller
Cooling
Water

Figure 17. Nitric acid cooler with temperature feedback and pump-shutdown
feedforward loops
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One criticd falure (top event) of the system is a high temperature in the nitric acid
reactor feed since this could cause a reactor runaway. The following notations are used:
T, - temperature for the component i in the Figure 18; “+” and “” denote direction of the
devidion (podtive or negative); 0, 1, 10 denote magnitude of the deviaion (none,
moderate, or very large); X - sensed vaiable. The system is assumed to have two dates, N
and Ext-fire. The states are shown and described in Table 1.

Table 1. Rdation between heat exchanger input and put output

Hesat Vave 1 (Input) Output (2)
Exchanger Corresponding response
N +10; +1; 0 +10; +1; 0
Ext-fire 0; +1; -1 +1; +10; 0

Nitric acid cooler (Figure 17) has feedforward loop indicated by dash line and feedback
loop indicated by solid line. Each of such control loops is split into three portions water
supply, the MP (manipulating path) and the heat exchange (H.E.) So, the States of the
control loops are completely specified by those of such three portions, as C-N, C-STK
(STK = stuck), C-REV (REV = reverse), C (x), Water Supply-LO (and MP-N) and Water
Supply-SH (and MPN), which can be seen in Table 2. In Table 2, the ndfunction that
both water supply and MP are not normd isignored.

Table 2. States and failure modes of the feedback control loop

States of the control loop according to its Description

function

C-N Water Supply-N and MP-N

C-STK Water Supply-N and MP-STK.
This mafunction only happens
when X(x) for xI  { + 1; +10}.

C-REV Water Supply-N and MP-REV

C(x), x1 {#1; +10} Water Supply-N and MP(x). This
mafunction only happens when X(0).

Water Supply-LO (MP-N) This mafunction happens on MP-N.

Water Supply-SH (MP-N) This mafunction happens on MP-N.

Note: X(X) means the value of X isx; +1 = high; +10 = very high; -1 = low; -10 = very low; 0 =
normal level
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T4(+1)

.

nos A

C-N T3(+10) C-STK T3(+1) C(+1) T5(0) Water T3(0)

supply low
‘%{ |tf|re HEN}% e><|tf|re CHE ND‘(%{ |tf|re><H'E"N> ‘ ‘

To(+10) | | T2(+1) To(+1) | | T2(0) T2(0 || T2(-D) T2(0) || T2(-D)

H.E.-
exit fire

Figure 18. The fault tree for a high temperature of nitric acid reactor feed (Lapp and Powers, 1977)
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The Petri net converted from the fault tree in Figure 18 is presented in Figure 19.

@@

(3
i

Fgure 19. The corresponding Petri net modd converted from the fault tree in Figure 18

Based on equations (5) to (15), the average rate of occurrence of the system failures when
temperature is above the limits in the nitric acid reactor feed depicted in Figure 18, can be
derived in the following. From equation (7), the number of times the trangtion Ty will
be fired by timek is computed as:

X24 = m.n[xzo(k - f 20); le(k - f 21); Xzz(k - f 22); Xzs(k - f 23)]
Xy = nin[X13(k- f13); X14(k' f14)]
X14(k) = m'n[X7(k- f 7); Xs(k' fs)]
Based on equation (14)
X7(k) = xz(fl - fz)
- f

3)

Xy = mn[XlS(k flS) XlG(k flG)]
Xy (k) = min[Xg(k - £ X (k- 1)
Xg(k) = Xs(f 1° fs)
XlO(k) = Xs(f 4" f 3)
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X22 = mn [Xl7(k f ) X18(k f18)]

X18(k) = [ 1(k f 11)’ X12 (k -f 12 )]
Xll(k) xs( -fs
X (k)= Xo(f 4 - F)

Xy = mn[xlg(k' flg); XlS(k - f 18)]

Given the durdion of time of basc events, the number of time that trandtion i has been
fired by time k corresponding to basic event i can be computed as.

k k k k k k
Xl(k):f_’ Xz(k):f_' X3(k):f—, X4(k)=f—, Xs(k):f_’ X6(k):f_’
1 2 3 4 5
k k k k
XlS(k):f_’ XlS(k):f_’ X17(k) :f_ XlQ(k):f_
13 15 17 19

Then the average rate of occurrence of the failure of the high frame contact voltage is:
X
| - 24

stem
M k

Note that the average rate of occurrence of the faillure computed above is dependent on
thetimeinterva k unless the system reaches its Steady date.

Let us compute the average falure intensty of the system in 90 days (2160 hours) and
assume that the firing duration of trangtions are given in Table 3. The firing durations of
trangtions are computed based on the mean times to falures of basc components.
Therefore, the fallure times of basic events can follow any distribution.

Table 3. Trandtion and ther durations for the example of resstance-grounded AC

system.

Transtion | Duration | Transtion | Duraion | Trandtion | Duration
T, 2000 To 10 T17 2000
T2 1000 T10 10 T1s 1500
T3 1500 T11 10 T1o 1500
Ty 2000 T2 10 Too 10
Ts 1000 Ti3 2000 To1 10
Te 1000 T14 10 T2 10
T 10 Tis 1000 Tos 10
Tg 10 T16 10

The average rate of occurrence of the system failure is computed as.
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Here, the illudrative example demondrated that the counters of Petri net modd could be
used to modd the dynamic behavior of the system failure, whereas fault trees could not.
As we showed above, the method dlows andyzing large systems and overcoming the
state- space explosion since it does not employ Petri net converson to Markov chain.

5. Conclusions

A vaiety of methods for sysem falure andyss exid. Among those methods are
reliability block diagram, Monte Calo dmulation, semi-Markov process, falure mode
and effect anadlydss, and fault tree anayss. However, the gpplications of exiting methods
to sysdem falure assessment are limited. For example, for complex sysems, an andyss
by FTA may produce hundreds of thousands of combinations of events that may cause
sysem falure.

A recent development in system falure andyss is the gpplication of Petri nets.  Yang and
Liu (1997) presented a Petri net-based falure andyss method. The authors used Petri
nets to study dynamic behavior of system falures through marking transfer. The average
rate of occurrence of the system failures is computed based on the number of tokens in
the place tha represents the top event (i.e. system falure). The limitation of the method
is the assumption that the tokens in the basic places are generated with the same time
between falures  This assumption implies that the basic events have the same time to
falure, hence, does not reflect the red life dtuation. To overcome the limitations of
current methods for sysgem falure andyss, the authors introduced new variable r; that
denotes the factor to account for different periods among events and has to be computed
for each place separately. In the proposed method, the failure rates of the basic events are
not the same therefore, there is no need for additiond variables. This ggnificantly
amplified the solution process. Consequently, the proposed method can be applied to
more complex Petri net modes, for example those with different falure rates, without
increasing the computationa complexity.

The proposed methods use trangitions to identify the sequences d the events in the Petri
nets, i.e. the solution is given in terms of the sequence of the firing trangtions. Therefore,
to be able to compute the probabilities of sequentid falures, we need information that is
based on the firing rate of a trangtion iether than on the number of tokens in a place. The
proposed method employs counters, the number of times trangtions are fired, and hence
can be applied for the computation of the probabilities of sequentid falures. Other
exiging methods use markings insead of counters for system falure analyss, therefore,
may not be applicable to sequentid fallure andysis.

We assume the counters to be the date variables of the system while the classcd

methods use markings as dtate variables. To be compatible wth the classcd methods, the
presented method dlows computation of markings for any date of the system. Since the
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number of times each trangtion is fired is known, computing the marking of the given
placeis straightforward.

The advantages of the method presented in this paper over the method presented by Yang
and Liu (1997) include 1) fewer varidbles are needed; 2) less computationd effort is
required; and 3) the marking & time t can be easly retrieved from the counters while the
opposte is not dways true. Moreover, the method is superior to other exigting falure
andyss methods snce 1) it provides better underganding of the dynamic behavior of
the sysgem; 2) it can handle large systems by avoiding state-space exploson; and 3) it can
ded with any didribution of failure times of basic events.

In summary, the nove fesature of this paper is that it expands and extends the concept of
counters used in Petri net Smulation to peform the falure and rdiability adyss of
complex sysems. The presented method alows modding the system falures using
generd Petri nets with inhibitor arcs and loops and employs fewer variables than existing
marking-based methods and subgtantialy accelerates the computations. It can be applied
to red system falure andysis where basic events can have different times to failures.

The method has been illustrated on the example of fallure anadlysis of a nitric acid cooler
with temperature feedback and pump-shutdown feedforward loops.

The method can be used as a comprehensve risk assessment method to provide managers
with a tool for analyzing hazardous operations for improving safety of the workers and
environment, as well as the overdl safety of the processes. Data can adso be used for
helping the industry to meet safety requirements and to improve the efficiency of new
manufacturing system implementations. The results obtained can contribute to the safety,
environmental, and ergonomic aspects in designing and operating systems.
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